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ABSTRACT The objects of study of this paper are quantum key distribution (QKD) protocols and systems, in
particular, continuous variable (CV) ones with untrusted devices (measurement devices or light sources). The
present work is devoted to the consideration of such systems, namely, device-indepentent CV-QKD, and to the
discussion of their performance.
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1. Introduction

Nowadays, the secure exchange of information plays an increasingly important role. Modern developments in the
field of quantum communications help to solve a large number of relevant problems. One of them, quantum key dis-
tribution (QKD) [1], is a key transfer method that uses quantum phenomena to guarantee secure stable communication.
This technology allows two parties connected via an open classical authenticated and imitated communication channel
to create a common random key known only to them and use it to encrypt and decrypt messages transmitted over the
classical channel.

Currently, there are a huge number of works (see, for example, [2–4]) devoted to QKD protocols, each of them has
its own advantages, disadvantages, and a certain area of application. In a typical QKD protocol, two users, Alice (sender)
and Bob (receiver), share a quantum channel to transmit information, and it is always assumed that this channel is being
attacked by a third party, in other words, the eavesdropper (Eve) is trying to access the encoded quantum information. But
her intervention creates various kinds of disturbances in the system, which leads to additional noise. Legitimate parties, in
turn, can quantify the noise (parameter estimation) introduced by Eve, carry out error correction and security amplification
procedures to minimize information potentially available to the intruder. They can then use the resulting key in symmetric
encryption protocols, such as the one-time pad. The fundamental mechanism of QKD operation is clearly preserved in
more complex communication configurations.

The most modern QKD systems are based on the point-to-point principle and the assumption of trust between sender
and receiver nodes. The latter circumstance opens up the possibility for an intruder to carry out certain attacks on equip-
ment [5] and, as a result, to extract information not only through a quantum channel. There are a number of countermea-
sures against such attacks, but the most effective way to get rid of them is to develop and implement new schemes based
on the presence of untrusted equipment in the system. The present work is devoted to the consideration of such systems.

Several approaches can be distinguished against attacks on legitimate users’ equipment. The first approach to solving
the problem involves using a measurement-device-independent (MDI) protocol [6] and lies in the fact that the measuring
node is available to Eve. In addition, she has information about which detectors clicked and at what time frame, but
does not know which quantum state was used in the sender and receiver blocks. The latter is implemented due to the
interference of weak coherent pulses on the beam splitter inside the untrusted registration node. At the post-selection
stage, legitimate users identify the result of single-photon interference that led to the trigger and the corresponding states
that were used. This approach is very difficult to implement in practice and is almost never used in conditions close to
real.

Twin-Field (TF) protocol [7] can be considered a development of the MDI approach using phase encoded states with
the announcement by the measuring node (available to Eve) of the result of the interference of coherent states on the
beam splitter, leading to the operation of single photon detectors. In the TF protocol, in contrast to MDI, to minimize
the phase correlation of the pulse train from each of the sources, the result of the interference of coherent states is used
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with the definition of sectors on the phase plane and the rejection of phase states corresponding to different sectors in the
post-processing, while the MDI protocol implies their randomization, that is, changing the phase in a random way.

The concept of the MDI protocol can be implemented on the base of CV-QKD. This version of the MDI protocol
allows the parties to recover each other’s variables based on the knowledge of the parameter relating the coherent states
of the sender and receiver via detectable quadratures, which is open, so that they can locally rebuild the sender-receiver
covariance matrix without disclosing any information.

Among the independent approaches, one can also single out the source-device-independent (SDI) one, where it is
assumed that there is not a detector, but a light source on an untrusted node, which distributes the signal over several
quantum channels to legitimate parties.

The paper is organized as follows. In the Section 2, we briefly describe CV-QKD protocols. In Section 3, we review
the concept of MDI CV-QKD and discuss the results of numerical investigations. In section 4, we review an alternative
approach to implementing a DI CV-QKD scheme with an untrusted source in a relay. In section 5 we present conclusions
and discuss the prospects of the described technologies.

2. CV-QKD

For the first time QKD was presented with single photons as information carriers, sometimes called discrete variable
QKD (DV-QKD). In such protocols, the quantum state is encoded by the polarization, phase, or time interval in finite
degrees of freedom of the transmitted qubits, and Bob receives the secret key after detecting individual photons via
single-photon detector.

The first of the QKD protocols, BB84, was proposed by Bennett and Brassard in 1984 [8]. This protocol was based
on the use of two mutually unbiased photon polarization states.

Fifteen years after the first DV-QKD protocol, CV-QKD was considered as a promising alternative the hallmark of
which is the ease of implementation and better compatibility with modern telecommunication systems, as the usage of
compact balanced receivers instead of large single-photon ones.

First proposed with discrete [9] and Gaussian [10] encoding of squeezed states, this concept was soon developed
further by CV-QKD with coherent states [11]. CV-QKD with Gaussian modulation (GG02) of coherent states is currently
considered to be the most successfully implemented in practice [3, 11, 12].

The advantage of the coherent-state protocols over the squeezed-state ones lies mainly in the absence of the need to
generate squeezed light (which is quite technically difficult). A comprehensive theoretical overviews of the CV-QKD are
presented in [1, 13, 14]. To date, a lot of papers have been written on the experimental applications of CV-QKD, and they
emphasize the possibility of practical implementation of exactly with coherent states.

Of course, the experimental results should be considered in the context of various assumptions. In the end, the CV-
QKD setup is primarily evaluated by secure key rate that can be achieved at a given channel losses. The security, however,
largely depends on the capabilities of a potential eavesdropper, the effectiveness of reconciliation, accounting for finite
key effects, the classification of the so-called trusted noise, the security of a given modulation alphabet, etc. Moreover,
different experimental demonstrations show different vulnerabilities to side-channel attacks.

For example, several papers have successfully demonstrated the CV-QKD at large distances with a non-zero key rate
for a channel length of 80–100 km [15] and 200 km [16]. The presence of security assumptions is disclosed by the authors
in part.

It should be noted that unconditional security of the discrete modulation protocols of CV-QKD against general (co-
herent) attacks is considered only in the case of infinite or close to infinite keys [17, 18]. However, the papers devoted to
the CV-QKD GG02 offer a proof that gives non-zero secret key rates even for practical block sizes [19–23].

3. MDI CV-QKD

Despite theoretically provable security of QKD protocols, it is still a problem [24] to achieve it in real devices. In
fact, before any security proof can be applied to practical scenarios, the various disadvantages of the devices used must
be carefully examined. For example, a mismatch in the efficiency of a detector which can be used by Eve to implement
an eponymous attack [25] or attacks with a time shift [26].

More recently, other flaws such as detector post-gate pulses and dead time have also been exploited in quantum
hacking strategies. Although certain countermeasures have been proposed in each case, in order to completely eliminate
such attacks, it is necessary to deal with the problem at the root. Referring to recent advances in the field of MDI QKD,
alternative practical schemes have been proposed that are resistant to loopholes in detection, thus protecting against all
the above-mentioned attacks in QKD systems [4, 27].

Security gaps in QKD systems essentially stem from existing problems in Bell’s inequalities. There are three main
loopholes corresponding to the three assumptions:

• a locality loophole that involves the assumption that two communicating parties are separated in a space,
• an efficiency loophole, which is related to the assumption of sample fairness,
• a loophole of randomness, which is related to the assumption that the bases of the dimension are chosen randomly.
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In the context of the QKD, some of these loopholes have been more damaging than others. For example, it is
reasonable to assume that the information in the two sides of the QKD, Alice and Bob, is protected from Eve. Thus,
the locality loophole does not necessarily lead to hacking strategies. Given the recent developments in quantum random
number generators, the randomness loophole may not pose a problem either. However, the efficiency loophole opens up
many opportunities for quantum attacks. In fact, all of the aforementioned attacks fall into this category.

One of the approaches to overcome the drawbacks of the devices used is the applying of DI QKD schemes. Unfor-
tunately, such schemes impose serious restrictions on the physical devices used. For example, the allowable quantum bit
error rate (QBER) is 7.1%, and the minimum required transmittance is 92.4%, which makes the experimental demonstra-
tion an extremely difficult task. In order to reduce the above limitations, several QKD schemes with softer restrictions
have been proposed, i.e. MDI QKD schemes.

3.1. Common MDI QKD protocol

This section discusses the MDI QKD scheme with phase coding [28]. The key component of the scheme is a partial
Bell state measurement (BSM) module, implemented using 50/50 beam splitters and single-photon detectors, which we
will hereafter refer to as a “relay” (Charlie). It is assumed that Alice and Bob are using improved single photon sources.
Fig. 1 illustrates how the scheme works. The MDI QKD coding scheme works as follows. Both Alice and Bob prepare
the single photon state and pass them through 50:50 beam splitters. The two resulting modes are called the reference and
signal modes, denoted respectively by ar and as on Alice’s side and br and bs on Bob’s side.

To generate the four states of the BB84 protocol, the phase modulators respectively introduce relative phase shifts
θa and θb between the reference and signal modes of Alice and Bob. To comply with the BB84 protocol, Alice and Bob
randomly select θa and θb from two basis sets {0, π} and {π/2, 3π/2}. The phase values 0 and π/2 represent bit “1” and
the other two represent bit “0”. When single-photon sources are used, the common phase does not affect the final result
and will not be taken into account.

FIG. 1. Common MDI QKD scheme. BS is a beam splitter and PM is a phase modulator

In this implementation of MDI QKD, channel losses and dark counting effects are not taken into account. It is also
assumed that the relative phase between the reference and signal modes is maintained. A successful partial BSM occurs
when one and only one of r0 and r1 and one and only one of s0 and s1 are clicked. All other events, such as the case when
r0 and r1 are clicked at the same time, are discarded.

If θa−θb = ±π, then detectors r0 and s0, and only these detectors, click or r1 and s1 click. Otherwise, if θa−θb = 0,
then detectors r0 and s1, or r1 and s0 click. In all other cases, when θa−θb = ±π/2, two random detectors out of four will
work, and then Alice’s and Bob’s qubits will not correlated. Such events will be eliminated using a standard screening
procedure. Clicks only on the reference (signal) detectors will also be excluded. Eventually, Alice’s and Bob’s bits,
determined by the relative phases θa and θb, will be correlated or anticorrelated depending on the detection results at the
central relay.

Then, in the case of a single-photon MDI scheme, the secure key fraction can be calculated as follows [28]

r > Y11[1− fh(e11)− h(e11)], (1)

where h(x) = −x log2(x)− (1− x) log2(1− x), Y11 is a detector efficiency, e11 is a QBER, and f is an error correction
efficiency.
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3.2. MDI CV-QKD

Recently, several strategies for attacking real detectors have also been proposed in the CV-QKD systems. For exam-
ple, the short pulse attack [29] and the LO calibration [30] attack manipulate measurement results, which provokes Alice
and Bob to overestimate the security of the key. A saturation attack [31] can cause Alice and Bob to underestimate the
excess noise by saturating the homodyne detector, which can hide the intercept-resend attack.

The most logical option to eliminate these attacks in the CV-QKD system was to characterize each specific loophole
and find countermeasures. However, it is quite difficult to fully characterize real detectors and account for all loopholes.
That is why it is so important to figure out how to defend against all the attacks on detectors in practical MDI CV-QKD
systems.

Taking into account all the problems in the field of detection, the corresponding CV-QKD protocol was proposed,
which can also prevent leakage through side channels [4,32]. The basic idea, as in standard MDI QKD, is that both Alice
and Bob are senders, and an untrusted third party (Charlie) is introduced to perform the measurement. The measurements
on Charlie’s relay will be used by Alice and Bob in post-processing to generate secure keys.

3.3. MDI CV-QKD protocol description

It is easier to describe the security analysis against arbitrary collective attacks by introducing the entanglement-based
(EB) scheme of this protocol. It is based on the fact that the MDI CV-QKD scheme (Fig. 2) is equivalent to the prepare-
and-measure (PM) scheme of CV-QKD with coherent states and heterodyne detection (Fig. 3). Moreover, the effectiveness
of such a protocol against collective attacks is presented using numerical simulation methods.

FIG. 2. EB MDI CV-QKD scheme

FIG. 3. PM MDI CV-QKD scheme

The MDI CV-QKD in the EB scenario (see Fig. 2) is executed according to the following steps:

(1) Both Alice and Bob generate a two-mode squeezed vacuum state, keeping one mode each (A1, B1), and the other
sent over a quantum channel to a third untrusted party Charlie (A2, B2);

(2) Alice’s and Bob’s modes (A′, B′) obtained by Charlie interfere in a beam splitter with two output modes C and
D. The x-quadrature of the C mode and the p-quadrature of the D mode are measured via homodyning. Charlie
then publicly announces the result {XC, PD};

(3) Bob displace his state B1 using the displacement operator D̂(β) (with β = g(XC+iPD), where g is a bias factor).
After all the operations, Alice and Bob measure their states B′1 and A1 via heterodyning. After the displacement,
the final states of Alice and Bob become entangled, that is, their final received information is correlated;
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(4) Alice and Bob use the authenticated public channel to complete the parameter estimation, information reconcili-
ation, and privacy amplification.

It should be borne in mind that Charlie is an untrusted party and can be completely under the control of Eve. It is
also necessary to consider a scheme more convenient for practical implementation (see Fig. 3), in this embodiment, where
Alice and Bob prepare coherent states modulated in accordance with a two-dimensional Gaussian distribution (GG02),
which are easier to generate than a two-mode squeezed vacuum state:

(1) Alice and Bob generate a coherent state |xA + ipA〉 and |xB + ipB〉, where the quadratures x and p have variance
VA − 1 (VB − 1) in shot noise units (SNU). Both Alice and Bob send their states to Charlie’s untrusted relay via
quantum channels;

(2) Alice’s and Bob’s modes interfere at the beam splitter. The quadratures of Charlie’s C and D modes are measured
on a homodyne detectors. After that, Charlie announces publicly the resulting state {XC, PD};

(3) At the end, as in the case of the EB scheme, only Bob changes his state in the following way: XB = xB +
kXC , PB = pB − kPD (k is the gain associated with channel losses), while Alice preserves her state unchanged;

(4) legitimate parties perform standard procedures for parameter estimation, information reconciliation, and privacy
amplification;

As described above, the EB and PM scenarios are equivalent in proving the security of the CV-QKD protocols against
collective attacks [3, 33] and are reduced to one another by transforming the covariance matrix.

3.4. Security proof for MDI CV-QKD protocol

From the point of view of the theoretical security proof, Eve can have access to almost the entire QKD system,
including relays, quantum channels, and even Bob’s state displacement operation in the EB scheme. In this case, one can
consider the MDI CV-QKD protocol as a special case of a typical one-way CV-QKD protocol [12].

Then the secure key fraction can be estimated in accordance with the Devetak-Winter bound [34, 35]

r = βI(XA, PA : XB, PB)− χ(XB, PB : E), (2)

where β is reconciliation efficiency, I is a mutual information Alice-Bob, χ(XB, PB : E) = S(ρ̂E) − S(ρ̂E |XB, PB) is
a Holevo bound, and S(ρ̂E) is a von Neumann entropy of quantum state ρ̂E .

Based on the assumption that Eve can attack through a full purge, which means χ(XB, PB : E) = χ(XB, PB :
A1, B

′
1), one can obtain the final expression for the secret fraction

r = βI(XA, PA : XB, PB)− S(ρ̂A1B′
1
)− S(ρ̂A1B′

1
|XB, PB). (3)

Moreover, the upper bound χ(XB, PB : A1,B
′
1) is determined only using the covariance matrix γA1B′

1
.

3.5. Estimation of covariance matrix

The whole system is supposed to be under two independent entangling cloner attacks [11]. Then the covariance
matrix has the form

Ξ =

 VAI2

√
(T (V 2

A − 1)σz)√
(T (V 2

A − 1)σz) [(VA − 1) + 1 + Tξ′]I2

 , (4)

T =
ηA
2
g2, (5)

ξ′ = 1 +
1

ηA
[ηB(ΞB − 1) + ηAΞA] +

1

ηA
(

√
2

g

√
VB − 1−√ηB

√
VB + 1)2, (6)

ΞA =
1− ηA
ηA

+ ξA, ΞB =
1− ηB
ηB

+ ξB, (7)

ηA = 10−αLAC/10, ηB = 10−αLBC/10, (8)

where ηA (ηB) is a channel (Alice-Charlie or Bob-Charlie) transmittance, ξA(ξB) is an excess noise, g is an offset factor,
I2 is an identity matrix, and σ is a Pauli z-matrix.

To minimize excess noise, the offset factor is set as

g =

√
2

ηB

√
VB − 1

VB + 1
. (9)

Then the excess noise is expressed as

ξ′ = ξA +
1

ηA
[ηB(ξB − 2) + 2]. (10)
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3.6. MDI CV-QKD system performance

The symmetrical implementation in MDI CV-QKD schemes seems to be the most logical when the distance between
Alice and the relay is equal to the distance between the relay and Bob. The system parameters in this implementation
are [4]: β = 1, LAC = LBC. Security is evaluated in the presence of collective attacks for keys of finite length. The
dotted line in Figure 4 denotes the ideal case of high modulation dispersion (VA = VB = 105) with almost no excess
noise . The black solid line indicates the case when VA = VB = 40, ξA = ξB = 0.002.

FIG. 4. Secure key fraction versus the distance between Alice and Bob in the symmetrical MDI CV-
QKD implementation.

As can be seen, the maximum achievable transmission distance for the symmetrical case is only 7 km. Key trans-
mission over long distances in this configuration is not possible. However, the symmetrical case can be used for MDI
communication over short distances.

However, there is a way to increase the key transmission distance. Considering that only Bob changes his state, it
becomes clear that ξ′ is not symmetrical. In this case, consider the situation where LAC 6= LBC. The results of such an
implementation are shown in Figure 5. Again, the dotted line represents the ideal case (VA = VB = 105, ξA = ξB = 0),

FIG. 5. Secure key fraction versus the distance between Alice and Bob in the symmetrical MDI CV-
QKD implementation

and the parameters for the solid line, in turn, are as follows: VA = VB = 40, ξA = ξB = 0.002.
Obviously, in the asymmetric case, the results obtained are much superior to the symmetric one. The maximum

achievable transmission distance is 80 km when the relay is as close to Bob as possible.
Thus, in accordance with the MDI CV-QKD protocols, it is possible to distribute the secure key with a generation rate

comparable to one-way QKD protocols. Moreover, such systems are resistant to all collective attacks on the detectors,
fluctuation attacks on the LO, and calibration attacks.
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An ideal reconciliation (β = 1) was also assumed in all cases. In real systems, this is a difficult task, but some
scientific groups demonstrate efficiency up to β = 0.99 [16]. But if we take a more typical value of efficiency for CV-
QKD systems β = 0.95 [4], the maximum distance at which a key distribution session is possible will be halved.

3.7. Finite key aspects

Another obvious problem of CV-QKD getting in the way of integration into the telecommunications infrastructure
is taking into account the finite size of the distributed key. Indeed, in real systems, parties cannot exchange an infinite
number of bits to generate a key. And it is logical to assume that by creating keys of a finite size, it is impossible to
achieve the same security results as in the asymptotic case of infinite keys.

To fill this gap, it is necessary to evaluate the effects of finite size effects on the security parameter of MDI CV-QKD
protocol that has been done in [36].

The parameters of Gaussian quantum channel (transmittance and excess noise) are determined within the confidence
intervals. Confidence intervals are used to select the worst case scenario by selecting the lowest channel bandwidth and
highest excess noise. The secure key fraction is then numerically calculated using the estimated transmittance and noise
values

r =
n

N
(r∞(ξ, VA, τ

low
A , τ lowB , V up

q, ξ, V
up
p, ξ)−∆(n)), (11)

where n = Ñ−m is a number of signals used for key generation, Ñ is a total number of signals exchanged, τ lowA , τ lowB are
the smallest possible values of Alice’s and Bob’s channel transmittance coefficients, V up

q, ξ, V
up
p, ξ are the most pessimistic

values for excess noise variance, ∆(n) ∼
√

1

n
log2(2ε−1pa ), and εpa is a privacy amplification security parameter.

As expected, by increasing the key block size, one can achieve performance comparable to the ideal conditions of
the asymptotic case. The final results show that with a block size in the range of 106 ÷ 109 signals, it is possible to
provide a positive secure key generation rate of about 10−2 bits/symbol in the presence of high excess noise ξ = 0.01 and
attenuation caused by using standard optical fiber over long distances

4. SDI CV-QKD

Alternative DI CV-QKD systems of KKNKP are also worth mentioning. One example of such schemes is SDI
QKD [27]. The main idea, just as in the case of MDI, is the ability to protect against attacks associated with non-ideal
equipment used in QKD systems.

As in MDI, three independent modules are involved in communication: Alice, Bob and Charlie relay. The main
difference is how the relay is used as a source in this system (see Fig. 6). After all, it is Charlie who prepares the
two-mode squeezed vacuum state and sends it to Alice and Bob. Since the modes are entangled, Alice and Bob receive
correlated information. However, it is still assumed that Charlie is a completely untrusted party that can be completely
under the control of Eve in the same way as both quantum channels.

FIG. 6. SDI CV-QKD Scheme. QM is a quantum memory needed to carry out an attack

For SDI CV-QKD system, security to both collective attacks and coherent attacks was proved due to an additional
energy test. But the maximum key distribution distance, even in a situation of collective attacks, does not exceed 20 km.
While in the presence of coherent it is below 5 km.

5. Conclusion

In this review, we have considered DI CV-QKD protocols. Numerical simulations in the presence of entangling
cloner attacks on MDI CV-QKD show that the transmission distance between Alice and Bob is severely limited in the
symmetrical case (LAC = LBC). In addition, this QKD protocol requires only minor modifications to existing QKD
systems and thus can be easily implemented in practice. SDI CV-QKD protocol is also of interest for further study, but
does not show the proper level of performance at the moment.
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